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Those who wish to do us harm
U.S

U.S. Environmental Protection Agency - Region 3   

National States  for Geopolitical Reasons

Hacktivists for Ideological Reasons 

Terrorist Groups for Ideological Violence

Insider Threats due to Discontentment

Cyber Criminals for Profits



OT and IT are concerns
Information Technology (IT)
• use of hardware, software, 

services, and supporting 
infrastructure to manage and 
deliver information using voice, 
data, and video.

E.g. office computers, network 
switches, servers, firewalls

Operational Technology (OT) 
• technology that uses a 

combination of software and 
hardware to monitor and 
control specific devices and 
processes in an industrial 
setting. 

E.g. PLC, ICS, SCADA

Don't forget Physical Security



The threat is real, ever evolving
Water suppliers have been victims
NOT a once and done preparedness activity
Unknown Future of AI
Others are posing as EPA or CISA to mislead
Even the very basic actions are important 



Proactive Steps for Protection
U.S

5 U.S. Environmental Protection Agency - Region 3   

1. Reduce Exposure to the Public Facing Internet
2.  Conduct Regular Cybersecurity Assessments
3.  Change Default Passwords Immediately
4.  Conduct an Inventory of OT/IT Assets 
5.  Develop/Exercise Incident Response/Recovery Plans 
6.  Backup OT/IT Systems 
7.  Reduce Exposure to Vulnerabilities 
8.  Conduct Cybersecurity Awareness Training 





How to Protect Yourself

• Do not pay the caller!
• Take note of the phone number calling you.
• Hang up immediately.
• Validate the contact by calling CISA at (844)  
SAY-CISA (844-729-2472) or report it to law 
enforcement





What To Do
EPA encourages recipients of any 
suspicious Notice of Violation letters 
to carefully examine the details, 
particularly the contact information, 
and to reach out directly to the EPA's 
enforcement office for verification.
NOTE: EPA fines are paid to the US Treasury



protecting drinking water sources from natural hazards, 
extreme weather events, and cybersecurity threats.



Prepare for Cyber Incidents 
• EPA Incident Action Checklist
https://www.epa.gov/waterresilience/cybersecurity-
planning#IAC 

• WaterISAC Resources
• Actions Recommended by CISA

TIP: Documentation!
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Reach out:  
vulnerability@cisa.dhs.gov 



Plan for Response to Cyber Incidents
• Switch to manual operations, if feasible
• Test operations manually before you ever need to 

operate in this manner
• Prepare written procedures for manual operations 

and how to restore to full operations
• The quicker your system can identify and react to 

a threat, the less damage a cyberattack can 
cause



Report Cyber Incidents
State Police
CISA at 888-282-0870 or email at 
Report@cisa.gov
CISA provides technical assets and assistance 
to mitigate vulnerabilities, reduce the impact of 
the incident
PADEP Needs to know
EPA - work through me





Reminders--AWIA aka SDWA Section 
1433 Deadlines are approaching

https://www.epa.gov/waterresilience/awia-section-2013
www.epa.gov/waterresilience

http://www.epa.gov/waterresilience


What is required - Review of RRA

shall include:
1.the risk to the system from malevolent acts and natural 
hazards;
2.the resilience of the pipes and constructed conveyances, 
physical barriers, source water, water collection and intake, 
pretreatment, treatment, storage and distribution facilities, 
electronic, computer, or other automated systems (including the 
security of such systems) which are utilized by the system;

TIP: Documentation!



What is required - Review of RRA

shall also include:
3. the monitoring practices of the system;
4. the financial infrastructure of the system;
5. the use, storage, or handling of various chemicals 
by the system; and
6. the operation and maintenance of the system

TIP: Documentation!



What is required - Review of ERP

The ERP shall include:
1.strategies and resources to improve the resilience of the system, 
including the physical security and cybersecurity of the system;

2. plans and procedures that can be implemented, and identification 
of equipment that can be utilized, in the event of a malevolent act or 
natural hazard that threatens the ability of the community water 
system to deliver safe drinking water;

TIP: Documentation!



What is required - Review of ERP

The ERP shall also include:
3. actions, procedures and equipment to significantly lessen the 
impact on public health and the safety and supply of drinking 
water, (alternative source water relocation of water intakes, 
construction of flood protection barriers); and

4. strategies that can be used to aid in the detection of 
malevolent acts or natural hazards that threaten the security or 
resilience of the system.



Population 
Served

EPA interprets the population served 
to mean all persons served by the 
system directly or indirectly ….

community water systems should 
determine their population served 
based on the number of people the 
system serves directly, PLUS the 
number of people served by any 
consecutive water systems. 



Certifying your RRA and ERPs

• Submit a certification that the system has reviewed its 
assessment and, if applicable, revised such assessment

• Submit a certification that the system has reviewed its 
ERP and, if applicable, revised such plan

                                        TIP: Documentation!



RRA & ERP
Certification Forms

ü Form Fillable
ü Population Served
ü PWSID# begin PA
ü Reviewed or 

Reviewed/Revised



EPA Resources for 
Cybersecurity 
Enhancements!
Don't get distracted when other 
things are happening

Obtain a FREE assessment from 
EPA and receive a cyber action 
plan; learn best practices

https://www.epa.gov/wate
rresilience/epa-
cybersecurity-water-sector



Be Aware of other Threats
• Damage to electric grid impacting water and 

interdependencies
• Mis-information (incorrect)
• Dis-information (intentional to mislead, China during 

US disasters to further disrupt, fear)
• Insider Threats / anything connected to your network
• Wildfires / climate change impacts
• CrowdStrike       
• Physical Tampering



Questions? 

Patti Kay Wisniewski
Wisniewski.patti-kay@epa.gov
215.514.7893
Get on my email group to always hear the latest from EPA


